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Abstract. Traffic modeling and classification finds importance in many
areas such as bandwidth management, traffic analysis, traffic prediction,
network planning, Quality of Service provisioning and anomalous traffic
detection. Network traffic exhibits some statistically invariant properties. Earlier works show that it is possible to identify traffic based on
its statistical characteristics. In this paper, an attempt is made to identify the statistically invariant properties of different traffic classes using
multiple parameters, namely packet train length and packet train size.
Models generated using these parameters are found to be highly accurate
in classifying different traffic classes. The parameters are also useful in
revealing different classes of services within different traffic classes.
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Introduction

The phenomenal expansion of Internet has seen a rapid growth in the number
and variety of applications. Many of such applications turn out to be bandwidthhungry or delay-sensitive; and require, or at least benefit from specific service
classes that prioritize packets in the Internet. Internet Service Providers and
network operators need to classify traffic data within their network and evaluate
their absolute and relative importance and subsequently create traffic policies
to be enforced in the Internet routers [1]. Network administrators need to know
the different classes or types of traffic that flow through their network so as
to manage the network efficiently. Accurate traffic classification is essential for
provisioning and bandwidth management. Floyd and Paxson [2] pointed out that
it is important to capture the invariants of traffic to cope with the constantly
changing nature of Internet traffic.
Conventional methods for traffic classification use the packet header information to find out the ports used for communication. Well known ports are
supposed to be used by specific application protocols (e.g. port 80 is usually
used by HTTP). But this method has become less and less accurate as more
and more emerging applications use well know ports for relaying traffic, e.g.
tunneling over HTTP port is very common [3, 4]. Owing to the increasing traffic
and application protocols, techniques based on statistical modeling are gaining

importance. Recent works have made efforts to increase the accuracy in traffic
classification [5–8].
In traffic modeling, parameters are extracted from packet headers. There
are different parameters such as packet length, packet inter-arrival time, flow
duration, packet train inter-arrival time, packet train length, packet train size
etc that can be considered for modeling of traffic. While parameters can be
modeled separately [9], we focus on modeling the traffic classes using multiple
parameters.
In [10], it was shown that traffic characteristics are generally multimodal
in nature. For example, the total number of packets transferred during mail
transfer vary for small text messages to large picture attachments. To capture
the multimodal characteristic of traffic, we employ clustering techniques based
on Vector Quantization (VQ) [11] and Gaussian Mixture Models (GMM) [12].
The models obtained using these techniques are later used for classification of a
given data set (not used during training) into one of the different traffic types.
The rest of the paper is organized as follows. In Sect.3 we explain the experimental setup. Modeling and classification using VQ is explained in Sect.4. Section
5 details modeling using GMM and Bayesian classification using the Gaussian
mixtures obtained. Evaluation and verification of models follow in Sect.6. We
conclude in Sect.7.
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Related Work

System administrators have long being using port based classification method to
identify different traffic classes flowing in the network. Tools such as tcpdump [13]
read the header information to find the source and destination ports. Each server
port associates itself with an application as per the IANA (Internet Assigned
Numbers Authority) [14], which maintains a mapping of the server ports to
application types. Such a method does not provide good accuracy for a number of
reasons. For instance, with the proliferation of applications, not every application
is registered with IANA. Users behind a firewall that permits packets to only a
few ports, usually relay traffic through well known ports (eg. SSH over HTTP).
Similarly, non-privileged users run HTTP servers on ports other than 80. Even
for applications defined with IANA, some ports are used by different applications
with entirely different QoS requirements (for example, SSH and SCP use same
port 22).
Statistical traffic classification is an alternative to the less accurate port based
classification. Past research works have focused on characterizing particular traffic classes. In [15], joint distribution of flow duration and number of bytes were
used to identify DNS traffic. Paxson [16] examined the distribution of flow bytes
and packets for a number of different applications. Roughan et al. used LDA
(Linear Discriminant Analysis) and QDA (Qualitative Discriminant Analysis) to
classify traffic into different classes of services for QoS implementation [5]. In [6],
authors describe a method for visualisation of the attribute statistics that aids
in recognizing cluster types. The method uses EM (Expectation-Maximistaion)

for probabilistic clustering with parameters such as packet size and packet interarrival time. In [8], the authors explore Bayesian classifier using a number of per
flow discriminators to classify network traffic.
The multimodal nature of traffic was highlighted in [9] using packet size as
a promising parameter for traffic characterisation. We extend this work and use
flow related information for modeling traffic.
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Traffic modeling

In this section, we detail the setup for experimentation in terms of the parameters
used for identifying the various traffic classes considered for this work.
3.1

Parameters

The goodness of these models largely depends on the parameters that are used
for modeling. The parameters used here for modeling and classification of traffic
classes are packet train length and packet train size. The concept of packet train
was introduced by Raj Jain and Shawn A. Routhier [17]. The two ends of a
packet train are identified as two nodes in a network. As defined in [17], a packet
train is essentially the flow of packets between two nodes in a network, where
each packet forms the car of the train. Here, we modify the definition of a packet
train to be the flow between two sockets, which is appropriately identified by the
quadruple (source host, source port, destination host, destination port). Each end
of such a packet train is identified by the node name and port number. Packet
train length is then defined as the number of packets within a train; and packet
train size is the sum of the sizes of all the packets that form a packet train.
The advantage of using these parameters (as will be discussed later), is that the
models generated using these parameters give information regarding the class of
service within an application type (say HTTP), apart from classifying traffic.
Since we consider two parameters for modeling and testing, it is important to
ensure that one parameter doesn’t overshadow the other parameter. Appropriate
normalization of parameters is therefore performed.
3.2

Traffic classes

Five commonly used application protocols are selected for modeling and testing.
These are HTTP, SMTP, DNS, SSH and POP3 which use ports 80, 25, 53, 22
and 110 respectively. DNS uses UDP, whereas HTTP, SMTP, SSH and POP3 use
TCP as the transport layer protocol. The terms traffic types and traffic classes
refer to these application protocols in general.
This work looks only at one UDP based traffic class, namely DNS traffic.
Since all other traffic classes considered are TCP based, and hence connection
oriented, they inherently have the packet train property. But, it should be noted
that almost all UDP based applications can be viewed as a connection oriented
traffic and therefore can be represented using packet trains. For example, a video

conferencing tool running on top of UDP can be identified uniquely by src host,
src port, dst host and dst port, and all such packets can be considered as part
of a connection. To distinguish different connections of the same applications,
the time between packets can be used; as the time between consecutive packets
of one run of the application will be much less as compared to time between
consecutive packets of different runs of the application. Hence, using all these
information, packet train parameters can be extracted for the traffic generated
by a video conferencing application, or in general, for traffic generated by almost
any UDP based application.
3.3

Data Representation

Throughout the paper, data or packet trains are represented as a set of N vectors,
X = {x1 , x2 , ..., xN } 1 . Each input vector has a dimension of two corresponding
to the two parameters used in modeling.
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Classification using Vector Quantization

VQ is a very popular approximate method in the class of clustering algorithms
that simplifies computations and accelerates convergence. VQ partitions d-dimensional
vectors in the vector space, Rd , into finite sets of vectors based on the nearestneighbour criterion [18]. Such sets, called clusters, represent separate regions in
the vector space. A vector, x ∈ Rd , belongs to cluster Ci , if
x − µi < x − µj

for all j 6= i .

(1)

where µi is the mean vector of the cluster, Ci . This equation states that a
vector belongs to the nearest cluster. If there are two or more clusters to which
the distance from the vector is minimum, one among them is chosen randomly.
The clusters partition the vector space such that
k
[

Ci = R d

i=1

and

k
\

Ci = φ .

(2)

i=1

where k is the number of clusters.
4.1

Training

During training, we use VQ to partition the vector space, where the first dimension of each vector is packet train length and second dimension is packet train
size. The algorithm used is as follows
1. Initialize the mean (vector) of each cluster by randomly selecting a vector
from the given set of vectors, X, such that no two clusters have the same
mean.
1

Boldface is used to denote vectors and matrices.

2. Until the mean of each cluster converges
– Classify each vector into one of the clusters using (1).
– Recompute the mean of each cluster.
Using the above algorithm, the vectors in the given data set, X, are classified
into clusters. The models thus generated for each traffic type is used for testing.
4.2

Testing

In the testing phase, we have to find the traffic type that is nearest to the given
data set, X. For this, we calculate the distance between the ith vector, xi , and the
nearest cluster (best cluster) of a particular traffic type, s, using the Euclidean
distance function
v
u d
uX 
2
1 ≤ j ≤ n(s) .
(3)
xil − µjl
dist(xi , s) = min t
j

l=1

where n(s) is the number of clusters in the traffic type s, and d is the dimension
of the vectors. It should be noted that, since the clusters depend on the traffic
type, the mean vector, µj , for each cluster is also dependent on the traffic type.
Now, the distortion of the data set, X, from each traffic type is given by
D(s) =

N
X

1≤s≤S .

dist(xi , s)

i=1

(4)

where S is the number of traffic types. The traffic type, T , of the given data set
is identified as the one to which the distortion is minimum,
T = arg min D(s) .

(5)

s
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Bayesian Classification using Gaussian Mixtures

Traffic classes can also be modeled using GMM. If each dimension of a ddimensional vector x is normally distributed random variable with its own mean
and variance, and are independent, their joint density has the form
p(x) =

d
Y

p(xi ) =

i=1

d
Y

i=1

√

2
1
1
e− 2 ((xi −µi )/σi ) .
2πσi

(6)

The multivariate Gaussian distribution function [19] for a d-dimensional vector
x is written as
p(x) =

1
(2π)

d/2

1

|Σ|

1/2

e− 2 (x−µ)

t

Σ−1 (x−µ)

.

(7)

where µ is the d-component mean vector and Σ is the d-by-d covariance matrix
2
. As the d components of the vector are independent, the covariance matrix
reduces to a diagonal matrix,
 2

σ1 0 . . . 0
 0 σ22 . . . 0 


 . . .
. 

Σ=
(8)
 . . . .  .


 . .
. . 
0 0 . . . σd2
σ1 , σ2 , .., σd being the standard deviation along each of the vector component.
In our work, the components of the vectors are nothing but the packet train
parameters which are statistically independent.
The number of mixtures in a traffic type is a function of the traffic class s,
denoted as n(s). Let θ1 , θ2 , ..., θn(s) be the vectors corresponding to the mixtures
m1 , m2 , ..., mn(s) , where θi is the vector with components µi and Σi of the mixture mi . Given the feature vector, x, the Bayes formula [19] to determine the
(posteriori) probability of x being in the ith mixture, mi , is given as
P (θi |x) ≈ P (mi )p(x|θi ) .

(9)

An estimate of the probability of a mixture (prior) is calculated as
P (mi ) =

n mi
.
N

(10)

where nmi is the number of vectors in mi , and N is the total number of vectors.
The Bayes formula can be re-written by substituting the Gaussian function
for the likelihood of mi with respect to x
P (θi |x) ≈ P (mi )

1
(2π)

d/2

|Σi |

1

1/2

e− 2 (x−µi )

t

Σi −1 (x−µi )

.

(11)

where µi is the mean vector and Σi is the covariance matrix of mixture mi .
5.1

Training

We use (9) to determine the probability for each vector in the data set. The
parameters (dimensions of the vector) are packet train length and packet train
size. The following algorithm is used in the training phase.
1. Initialize the prior probability of each mixture with equal value such that
their sum is 1.
2. Initialize the mean (vector) of each mixture by selecting a vector randomly,
such that no two mixtures have the same mean.
2

superscript t denotes the transpose, and |Σ| and Σ−1 are the determinant and the
inverse of the covariance matrix respectively

3. Initialize the covariance matrix of each mixture to the d-by-d identity matrix.
4. Until the mean and variance of mixtures converge
– For each vector in the given data set, classify it into mixture mi if
P (θi |x) > P (θj |x) for all j 6= i .

(12)

where θi corresponds to mixture mi . If there are two or more mixtures
with maximum probabilities, one among them is chosen arbitrarily.
– Recompute the probability of each mixture.
– Recompute the mean vector of each mixture.
– Recompute the covariance matrix of each mixture.
The above algorithm basically computes the vector θi and the probability
corresponding to every mixture of a traffic class.
5.2

Testing

The testing phase uses the probabilities and the means and variances of mixtures of different traffic classes obtained from the training phase. In Bayesian
clustering, the probability that the ith vector, xi belongs to a traffic class s is
found using
X
P (θj |xi )
1 ≤ j ≤ n(s) .
(13)
P (s|xi ) =
j

where n(s) is the number of mixtures in the traffic class denoted by s.
We have observed that the rule which includes only the maximum probability
corresponding to the best mixture, yields better results as compared to the above
rule. We have therefore chosen the probability of occurrence of a vector in a traffic
class to be the maximum of the probabilities of occurrence of the vector in each
of the mixtures in the particular traffic class. That is
P (s|xi ) = max P (θj |xi )
j

1 ≤ j ≤ n(s) .

(14)

The probability that the given set of vectors belong to a particular traffic class
is determined by the joint probability of all the vectors
P (s) =

N
Y

P (s|xi ) .

(15)

i=1

where N is the total number of vectors
Traffic classes overlap and the posterior probabilities obtained for mixtures
across different traffic classes can be similar. We therefore apply a threshold
on the probabilities (obtained by experimentation) before assigning a particular
class. The thresholds are different for each of the traffic classes. For example,
POP3 and SMTP have similar characteristics. A threshold based classification
reduces the misclassification of POP3 as SMTP. The traffic class of the given
data set is based on the following decision:


T = arg max P (s) : P (s) > α(s) .
(16)
s

where α(s) is the threshold for traffic class, s.
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Evaluation

The packet traces were collected from a gateway connecting the TeNeT [20]
private LAN and Internet Service Provider’s 1 Mbps (megabits per second) link,
for a period of 90 days using tcpdump [13]. The packet header information from
the tcpdump output is fed to a parser program. The parser generates data sets
by computing the packet train parameters of each traffic type based on packet
headers information (such as source IP address, destination IP address, source
port, destination port, packet length and TCP flags). A data set used during
training consists of packet train parameters of a single traffic type. The training
was performed on data taken from 60 days of real Internet traffic. Data sets for
varying time periods of 60 minutes, 30 minutes and 15 minutes were used for
training. This essentially means that one-hour model for the ith hour has packet
train information pertaining to that hour of the 60 days data. Such models are
generated for each of the traffic types. So an HTTP data set for 12th hour has
60 days of HTTP data for the same hour. The models generated in the training
phase were used for classification of the given data set during testing. Testing
was performed on Internet data collected over 30 days. Data sets of 60 minutes,
30 minutes and 15 minutes were used for testing. The data collection interval
used for obtaining training data is same as for obtaining test data, so that the
data sets are subject to the same biases.
Classification using VQ was tested with one hour models. Bayesian classification using Gaussian mixtures was tested using models of one hour, 30 minutes
and 15 minutes; and the results were compiled separately. It should be noted
that the actual test data used are obtained by extracting packet trains for a
connection. The testing program will predict the traffic type for the given set of
packet trains. The correctness of classification is determined by comparing the
predicted traffic type with the actual traffic type. Accuracy is the percentage of
data sets predicted correctly using the models.
It was observed that the number of mixtures (or clusters) required to model
a particular traffic class depends on the application protocol. This number is
manually found out by comparing the mean and variance of a mixture with the
means and variances of other mixtures. For this, the training algorithms used
in both the approaches (VQ and GMM) were executed for different number of
clusters/mixtures to find the optimal number of clusters/mixtures required. The
number of mixtures required to model different traffic classes were found to be
different. For example, HTTP traffic was modeled using 11 different Gaussian
mixtures, whereas POP3 traffic required only 7 Gaussian mixtures to model it.
6.1

Results using VQ

Table 1 shows the accuracy in classifying traffic using VQ. The results of classification with and without thresholds for traffic classes are shown in Table 1(a)
and Table 1(b) respectively. By defining thresholds for the distortion of each
traffic type, misclassification error has reduced. The overall performance of classification increased from 83.3% accuracy to 94.9% accuracy.

Table 1. Results using VQ for one hour data
(a) Without any threshold

(b) With thresholds defined

Traffic Type Accuracy
HTTP
98.55%
SMTP
81.16%
DNS
100%
POP3
76.08%
SSH
60.86%

Traffic Type Accuracy
HTTP
99.27%
SMTP
96.38%
DNS
100%
POP3
90.56%
SSH
88.40%

Table 2. Results using GMM for one hour data
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(a) Without any threshold

(b) With thresholds defined

Traffic Type Accuracy
HTTP
99.60%
SMTP
99.30%
DNS
100%
POP3
95.90%
SSH
79.18%

Traffic Type Accuracy
HTTP
99.60%
SMTP
99.30%
DNS
100%
POP3
97.20%
SSH
96.92%

Results using GMM

Table 2 shows the result of classifying traffic using the GMM. An improvement in
classifying traffic (from 96.9% accuracy to 98.6% accuracy) was observed when
the thresholds are defined. Also, classification using multiple parameters, namely
packet train length and packet train size, has given more accurate results when
compared to the previous work using Bayesian analysis techniques [8] which
obtained an accuracy of 95% using 28 minutes data. Comparing tables 1 and 2
shows that modeling using GMM gives more accurate classification results than
modeling using VQ. Test results in Table 2 was obtained with traffic for one hour
slots. Tables 3 and 4 show results with thresholds defined, using 30 minutes data
and 15 minutes data respectively.
6.3

Discussion

It is evident from the test results that the DNS traffic is always identified correctly. DNS is an Internet service which uses UDP as the underlying transport
protocol. Since UDP is a connectionless protocol, each DNS query or reply will
be a packet train with single packet. This clearly distinguishes it from TCP flows
which will normally have more than one packet in a train. Due to this unique
packet train property of the DNS traffic, it is never misclassified.
Tables 2, 3 and 4 show that HTTP and SMTP traffic types were classified
with almost the same accuracies for different time durations even without thresholds. The mixtures of HTTP traffic type did not overlap with mixtures of any
other traffic types resulting in highly accurate classification. SMTP and POP3
traffic had two overlapping mixtures; therefore POP3 got misclassified as SMTP

Table 3. Results using GMM for 30 minutes data with thresholds defined
Traffic Type Accuracy
HTTP
99.84%
SMTP
99.68%
DNS
100%
POP3
96.99%
SSH
96.72%
Table 4. Results using GMM for 15 minutes data with thresholds defined
Traffic Type Accuracy
HTTP
99.78%
SMTP
99.67%
DNS
100%
POP3
96.28%
SSH
94.53%

traffic. This is expected as both POP3 and SMTP deal with mail traffic. The
characteristics of both types of traffic are expected to be similar.
One important feature of these models generated using packet train parameters is that it can be used by network administrators to estimate the number of
tiny flows, that is ones that involve only a small number of packets. Similarly,
administrators can also monitor heavy hitters [21], those that represent a significant proportion of the traffic, or the link bandwidth. For example, consider some
of the relevant HTTP mixtures for inbound packet trains during 11-12 hour from
the TeNeT link, which are shown in table 5. The table shows that most of the
HTTP downloads are small packet trains. As seen in rows 1, 3, and 4 of the
table, more than 50% of downloads are trains consisting of 5 packets, with the
download size ranging approximately from 400 to 1000 bytes. Near to 12% of
download traffic are medium-size downloads as seen in row 5, and more than 1%
are huge downloads as depicted in the last row of the table. Such information can
be used to learn the different classes of service required for various applications
in the network. The knowledge of traffic characteristics enables an administrator
to do QoS provisioning and also to prioritize different traffic classes depending
on the QoS requirements.
This statistical method also reveals typical use of an application. For example,
if HTTP were used for relaying some other traffic (such as SSH) or for streaming
large amount media traffic, rather than more traditional web browsing. Also
traffic traces were collected during file transfer between machines using SCP,
which uses the same port as SSH (port 22). The SCP packet trains generated by
transferring files of size greater than 2 Megabytes was successfully rejected by
the SSH model. Though SCP and SSH use the same port, SSH traffic consists
of small packets (of size between 100 bytes to 200 bytes), whereas SCP traffic
usually has large packets (of size usually greater than 1000 bytes).

Table 5. Relevant HTTP mixtures during 11:00-12:00
Index Packet train
length
#
µ
σ
1.
5.10
1.02
2.
10.54
3.0
3.
4.81
0.41
4.
4.67
0.67
5.
34.56 18.02
6.
6.06
0.74
7.
5.21
1.11
8.
3.56
0.97
9. 520.56 1582.78
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Packet train Percentage of
size
total trains
µ
σ
%
854.52
188.30
20.24
7428.57 4485.69
18.85
576.14
27.58
18.27
436.87
39.34
13.00
37356.1 24876.7
11.90
2644.25 545.22
6.93
1522.81 163.07
5.51
243.79
92.40
2.70
619126.8 2105716.6
1.18

Conclusion

Our experiments show that GMM can be used to generate better models as
compared to VQ. The accuracy of Bayesian classification for one hour data
using GMM is 98.6% compared to 94.9% achieved using VQ based classification.
Accuracy of classification using GMM for data of 15 minutes is 98.05%. The
significance of time duration is that, only 15 minutes of data is required to
identify a particular traffic type. Although VQ and GMM have been used for
modeling of network traffic in the past [8, 10], a novelty of the work presented in
this paper is the use of new parameters, namely packet train length and packet
train size. Using packet train length and packet train size as multiple parameters
for modeling, has helped not only in yielding high accuracy in classification, but
also in revealing useful information on different service classes in network traffic.
This work looked only at one UDP based traffic class, namely DNS traffic.
But, it should be noted that almost all UDP based applications can be viewed as
a connection oriented traffic and therefore can be represented using packet trains.
For example, a video conferencing tool running on top of UDP can be identified
uniquely by src host, src port, dst host and dst port, and all such packets can be
considered as part of a connection. To distinguish different connections of the
same applications, the time between packets can be used; as the time between
consecutive packets of one run of the application will be much less as compared
to time between consecutive packets of different runs of the application. Hence,
using all these information, packet train parameters can be extracted for the
traffic generated by a video conferencing application, or in general, for traffic
generated by almost any UDP based application.
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