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Abstract—An anomaly is an activity that deviates from the wellknown behaviour of the system. Anomaly detection in networks
is of interest from two perspectives: an organization’s perspective
and an Internet Service Provider’s (ISP) perspective. Protection
of its computer network infrastructure is an important task for
all organizations. Organizations desire that their networks are
robust and resilient to any kind of attack. Anomaly detection
forms an important part of this network resiliency. Also the ISPs
want to maximize the utilization of their resources. Hence an ISP
would be interested to know any resource failure immediately
so as to correct the problem. ISPs would also be interested in
safeguarding their network from malicious activities. We describe
here a Gaussian Mixture Model (GMM)-based traffic verification
system as a paradigm for network anomaly detection. The traffic
characteristics aggregated over a period of time is given to the
model to verify the validity of the traffic. If the traffic does not
obey the model then we raise an alarm flagging it as an anomaly.
Our results show that the system performs with less than 1%
misses and false alarms.
Index Terms—Anomaly detection, Network security, Intrusion
detection, Gaussian Mixture Model, Network Traffic Modeling
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Fig. 1: Scenarios where we can deploy the Anomaly Detection
system.

I. I NTRODUCTION
An anomaly is an activity that deviates from the well-known
behaviour of the system. An anomaly need not necessarily
be a malicious activity all the time. Anomaly detection in
networks is of interest from two perspectives: an organization’s
perspective and an Internet Service Provider’s (ISP) perspective. Protection of its computer network infrastructure is an
important task for all organizations. Organizations desire that
their networks are robust and resilient to any kind of attack.
Anomaly detection forms an important part of this network
resiliency. Also the ISPs want to maximize the utilization
of their resources. Hence an ISP would be interested to
know any resource failure immediately so as to correct the
problem. ISPs would also be interested in safeguarding their
network from malicious activities. We describe here a Portbased traffic verification system as a paradigm for network
anomaly detection. We model the normal behaviour of the
traffic using Gaussian Mixture Model (GMM). The traffic
characteristics aggregated over a period of time is given to
the model to verify the validity of the traffic. If the traffic
does not obey the model then we raise an alarm flagging it as
an anomaly.

Our anomaly detection system can be deployed in two
scenarios as shown in Figure 1. The traffic verification system
is deployed at the edge-router in both the scenarios. The traffic
characteristics of various services – like HTTP, SMTP, DNS
etc. are collected at the edge-router at regular time intervals
(15 minutes, 30 minutes, or 60 minutes etc.) and given to
the system for verifying its legitimacy. Today, most of the
traffic types are tunnelled through HTTP. In this work, an
attempt is made to detect the anomalies in the heterogeneous
traffic that is tunnelled through HTTP. We have observed that
the services like Social-networking, Webmail, Video traffic
tunneled through HTTP obey certain characteristics that can
be modeled. We have used GMM to model these services
tunneled through HTTP and our results show that the system
performs with less than 1% misses and false alarms.
It is shown that various types of traffic obey unique characteristics [1], [2]. Both these methods have used different
parameters for traffic modeling. [2] have modeled the traffic
with the technique Vector Quantization (VQ) and have used
packet length, packet interarrival time, connection duration,
connection packet count and connection byte count as the

parameters. Where as [1] have shown that GMM performs
better over VQ and have used packet train length and packet
train size as the parameters to model the traffic. We build on
[1] and show that GMM can be used in verification framework
to detect anomalies.
Rest of the paper is organized as follows. The verification
framework that we propose to detect the network anomalies is
discussed in detail in Section II. The related works in network
anomaly detection are listed in Section III. Section IV gives
experimental observations. Finally, conclusion and future work
are presented in Section V.
II. V ERIFICATION

FRAMEWORK FOR NETWORK ANOMALY
DETECTION

Various services offered over Internet run on standard ports
– e.g. HTTP on port 80, SMTP on port 25 etc. and these ports
have to be kept open for access by the users over Internet.
This exposes the server to a potential attack through these
ports. We have attempted in this work to model the normal
behaviour of the traffic that flows through a specific port.
Now the anomaly detection is reduced to a simple verification
task where we verify the traffic through a port is indeed a
type of service offered through that port. This framework is
extensively used in biometric authentication systems and in
speaker verification systems [3] to verify whether an individual
is the person who he/she claims to be. In this work, an attempt
is made to detect the network anomalies using this framework.
The framework and the components of our anomaly detection
system are explained in the subsequent subsections.
A. Likelihood ratio-based traffic verification system
Let α be the network traffic pattern observed during a time
interval, and let T be the hypothesized model of a particular
traffic type (like HTTP etc.). The task of the anomaly detection
is reduced to verifying whether α is indeed of traffic type T or
not. Here we assume that α contains traffic pattern of a single
traffic type. The problem of anomaly detection can also be
viewed as a classification problem [4] in pattern recognition
with number of classes being 2. The major challenge here is
to minimize misses and false alarms.
The task of anomaly detection can be expressed in basic
hypothesis-test terms as below:
Let
H0 : α is of traffic type T
and
H1 : α is not of traffic type T i.e. an Anomaly.
The likelihood-ratio test can be used to decide on either of
these hypotheses as
(
accept H0
p(α |H0 ) ≥ θ
(1)
p(α |H1 ) < θ
reject H0
where p(α |Hi ), i = 0 or 1, is the probability density function
indicating the probability that the traffic pattern α is from the
hypothesis Hi . This is also referred to as the likelihood of the

Fig. 2: Likelihood ratio-based traffic verification system

hypothesis Hi given the traffic pattern α . θ is the threshold
to accept or reject H0 . 1 We have used Gaussian Mixture
Model (GMM) to compute the likelihood values p(α |H0 )
and p(α |H1 ), which is explained in detail in the subsequent
subsection II-B.
Figure 2 shows the basic components of the verification
system. Preprocessing step takes the raw traffic data and
extracts relevent features to form a feature vector that captures
the information specific to each and every traffic type in the
network. The format of the feature vector is explained in
IV-B. The likelihood values of the hypotheses H0 and H1 are
computed from these feature vectors.
Mathematically, H0 is represented by λhyp that captures the
characteristics of the hypothesized traffic type T . For example,
if the feature vectors capturing the characteristics of H0 are
Gaussian distributed, then λhyp contains the parameters mean
vector and the covariance matrix of the Gaussian distribution.
Similarly if the alternative hypothesis H1 is mathematically
represented by λhyp
d , the likelihood-ratio statistic can be given
as p(Y |λhyp )/p(Y |λhyp
d ), where Y is the feature vector that
characterizes the given traffic pattern α . In practice, logarithm
of this ratio is used to make the decision whether the traffic
pattern Y (and hence α ) is anomalous or not.
score = log p(Y |λhyp ) − log p(Y |λhyp
d)

(2)

How do we go about estimating p(Y |λhyp ) and p(Y |λhyp
d)
is explained in sections II-B and II-C respectively.
B. Gaussian Mixture Model (GMM)
One of the important steps in the implementation of verification based systems is the choice of the likelihood function.
The main approaches that can be used as a likelihood function
are Gaussian mixture model (henceforth referred to as GMM)
or hidden Markov model (HMM). We have used GMM to
compute the likelihood value since the network traffic data in
a time interval is independent of its previous time intervals
and the cost of computation needed to build the model using
HMM.
We use the term transaction to represent a trail of the access
of the user over the network. For example, if the user accesses
a webpage over the Internet, we say the corresponding log of
this access as one transaction.
Let
Q = { set of all transactions in time duration τ }.
1

Rejecting the hypothesis H0 is same as accepting the hypothesis H1 .

q̄ 2 : Q → RD be the mapping of each of the transactions in Q
to a D−dimensional vector q̄ = [ q1 q2 · · · qD ]t 3 .
x̄i = ∑ q̄ be a feature vector representing the features aggreq̄∈Q

gated over a time duration τ .
X 4 = [ x̄i ], (1 ≤ i ≤ N) be the matrix representing the training
examples taken over N time intervals.
For simplicity of explanation, we use λ in the remainder of
this subsection to denote the hypothesis model. Given a vector
x̄, the likelihood of x̄ belonging to λ is given by the mixture
density function [5]
M

p(x̄|λ ) =

∑ wm

p(x̄|Φm )

(3)

m=1

where M is the number of mixtures in the model. The prior
probabilities wm are called the mixing parameters or mixing
coefficients. An estimate of wm is calculated as wm = nm /N,
where nm is the number of training examples in mixture m.
Further, ∑M
m=1 wm = 1. p(x̄|Φm ) is the density function with
the parameters Φm .
In GMM, the density function p(x̄|Φm ) is modeled as
multivariate Gaussian with D × 1 mean vector µ̄m , and D × D
covariance matrix Σ m as parameters and is defined as
p(x̄|Φm ) = p(x̄|µ̄m , Σ m ) =

1
(2π )D/2 |Σ m |

1

1/2

t

e− 2 (x̄−µ̄m ) Σ m

−1 (x̄− µ̄ )
m

(4)
The characteristics of the hypothesis model are captured
mathematically by λ = {[ wm µ̄m Σ m ]t }, (1 ≤ m ≤ M). Now,
estimating λ boils down to estimating the mixing coefficients
wm , mean vectors µ̄m and covariance matrices Σ m for M
mixtures. Though the theoretical model incorporates full covariance matrices, we have used diagonal covariance matrices
as diagonal covariance matrices are computationally efficient.
Expectation-maximization (EM) algorithm [6] is used to estimate λ , i.e. the parameters of the GMM. We have used the
k-means algorithm also called as vector quantization in the
initialization step of this GMM parameter estimation algorithm
[4].
C. Universal Background Model
As explained in section II-A the characteristics of the
hypothesized traffic type H0 can be well captured by the model
λhyp built from training traffic data of T , the same λhyp
d for
the alternative hypothesis H1 is not well defined because λhyp
d
is supposed to capture all the characteristics of the traffic that
is not T (i.e. anomaly). There are two main approaches for
modeling the alternative hypothesis λhyp
d . The first approach is
to use a set of traffic types other than T to build the hypothesis
model λhyp
d . Given a set of N models of different traffic types
{λ1 , λ2 , λ3 , · · · , λN }, the alternative hypothesis model is given
as
2
3
4

Bar over the letter is used to denote a vector.
Superscript t is used to denote the transpose of the matrix.
Bold letter indicates it is a matrix.

p(Y |λhyp
d ) = f (p(Y |λ1 ), · · · , p(Y |λN )),

(5)

where f() is some function that represents the set of all the N
traffic types. f() can be average or maximum of the likelihood
values of all the N traffic types.
The second major approach to estimate alternative hypothesis model λhyp
d is to concatenate the training data of all
the N traffic types and build a single model. The hypothesis
model λhyp
d thus estimated can be used as an alternative
hypothesis model for all the N traffic types. The computation
cost of building the hypotheses models using this approach
is also less compared to the first approach. We have used
this second approach to build the alternative hypothesis model
λhyp
d . This model is also referred to as universal background
model (UBM). We have built the alternative hypothesis model
using GMM as explained in section II-B. Hypothesized model
λhyp for a particular traffic type T is then derived using the
technique Adaptation explained in the section II-D.
D. Adaptation for a traffic type
In GMM-UBM system, we estimate the parameters of the
hypothesized traffic model by adapting the parameters of the
UBM using training examples of a particular traffic type T .
We have used Maximum a posteriori (MAP) estimation as
explained in [7] for this adaptation. Given the UBM λhyp
d and
the training examples of traffic type T , Algorithm-1 gives the
procedure to derive the model λhyp from λhyp
d . Since we are
using diagonal covariance matrices, the step-7 in Algorithm1 computes only the variances along every dimension. These
variances in turn form the entire adapted covariance matrix.
III. R ELATED WORK
In this section, various techniques proposed in network
anomaly detection literature are given. Clustering technique
is used for anomaly detection in [8]. Nearest neighbour based
techniques are proposed in [9], [10]. One of the earliest works
[11] uses both rule-based and statistical profiling approach
to detect the network anomalies. [12], [13], [14] have used
spectral analysis of the data to detect anomalies in the network
traffic. Factor analysis is used for anomaly detection in [15].
IV. E XPERIMENTAL

SETUP

Fig. 3: Topology of the network

We have used the proxy logs of Internet access pattern of
the users of Indian Institute of Technology Madras (IITM)

Algorithm 1 adaptGMM(X, N, M, λhyp
d,ρ)

•

1: {X:D-dimensional training dataset of traffic type T , N:Number

of training examples in the dataset, M:Number of Mixtures,
t
λhyp
d :UBM consisting of [ wm µ̄m Σ m ] , (1 ≤ m ≤ M),
ρ :The relevence factor (Usually initialized to 16.0 }
2: for i = 1 → N do
3:
Assign x̄i to cluster m as
label(x̄i ) = maxval
m

wm p(x̄i |µ̄m , Σ m )
M

•
•

•
•

, (1 ≤ m ≤ M)

•

∑ w j p(x̄i |µ̄ j , Σ j )

Client IP address
Action/Code, describes how the request was treated locally (hit, miss, etc), code : http reply code
Size. For TCP requests, the amount of data written to
the client. For UDP requests, the size of the request. (in
bytes)
Method, the HTTP request method
URI, the requested URI
Content, Content-type of the Object (from the HTTP
reply header)

j=1

B. The feature vector

4: end for
5: Estimate

ηm , the number of training examples x̄i belonging to
cluster m, (1 ≤ m ≤ M) from label(x̄i ), (1 ≤ i ≤ N)
b m =covariance matrix of all
b̄ m =mean vector and Σ
6: Compute µ
x̄i belonging to mixture m, (1 ≤ m ≤ M)
7: Compute the adapted parameters as
w̄adapted
= (βm ηm /N + (1 − βm )wm )γ
m
b̄ m + (1 − βm ) µ̄m
µ̄madapted = βm µ

adapted 2
adapted
2
2
2
bmd
(σmd
) = βm σ
)
+ (1 − βm )(σmd
+ µmd
) − ( µmd

2

2 is the variance of dth dimension of mixture m, (1 ≤
where σmd
m
d ≤ D), βm = ηmη+
ρ , (1 ≤ m ≤ M) and γ is the scale factor that
M
makes ∑m=1 wm = 1
adapted adapted adapted t
µ̄m
Σm
8: return [ wm
] , (1 ≤ m ≤ M)

[16] to evaluate our system. The proxy server used here is a
Squid proxy [17]. There are about 4000 users accessing the
Internet through the proxy server. Each log entry gives the
HTTP request placed by one of the 4000 users sitting behind
the proxy server. We have captured the logs for 9 months from
May 2010 to January 2011. The topology of the network where
we captured the log is shown in Figure 3. This topology can be
compared to the scenario shown in Figure 1b. Though we have
used Squid proxy logs to evaluate our model, this work can
be generalized to any kind of trail capturing mechanism – like
tcpdump [18] or even a customized trail capturing mechanism
that an ISP can decide.
We have manually labeled the data as Social networking,
Webmail, Video Streaming. Data of all the three services –
namely Social networking, Webmail, Video Streaming together
is used to build the UBM. To evaluate the model of a particular
service, we have given the data of other two services as the
anomalous data. Given the feature vector, we calculate its
score using Equation 2. The results shown have been validated
using 10-fold cross validation to verify that the results are not
biased towards a specific training dataset.
A. Proxy log format
The complete Squid proxy log format can be found here
[17]. Main fields of the proxy log are mentioned below.
• Time Stamp ”Unix time” (seconds since Jan 1, 1970)
• Elapsed Time in milliseconds, This is the time between
the accept() and close() of the client socket

Each feature vector has 43 feature values aggregated over
a time period τ . We have used τ = 15, 30, 60 minutes. Few of
the features include Aggregate of Elapsed Time, Number of
TCP HITs, Number of TCP MISSes, Number of HTTP Status
Codes 200, 400, 401 etc., Aggregate of the total size of data
written over a time period τ .
C. Experimental results

15 minutes

Mixtures

30 minutes

Mixtures

60 minutes

Mixtures

1
2
4
1
2
4
1
2
4

Social Networking
Only
All
Means
paramadapted
eters
adapted
3.66%
6.24%
13.24%
19.83%
–
–
2.97%
6.12%
3.44%
9.91%
3.89%
3.87%
2.77%
5.73%
2.77%
5.07%
2.34%
2.92%

Webmail
Only
All
Means
paramadapted
eters
adapted
0.20%
2.11%
1.46%
3.32%
–
–
0.10%
1.57%
0.068%
2.43%
4.49%
3.73%
0.056%
1.62%
0.056%
4.65%
2.70%
3.79%

Video Streaming
Only
All
Means
paramadapted
eters
adapted
0.094%
1.57%
1.65%
2.18%
–
–
0.625%
1.55%
0.29%
2.58%
0.45%
2.02%
0.034%
1.84%
0.034%
1.29%
0.44%
2.49%

TABLE I: EER for the data before doing PCA

We have used Principal Component Analysis (PCA) [5]
to find the dimensions that are orthogonal to one another.
We project the data onto these dimensions to make all the
dimensions of the data independent of one another. The results
of the experiments done over data before doing PCA and after
PCA are given in Tables I and II respectively. We have tested
our model for time intervals τ =15, 30, 60 minutes. The dash
in Table I for 15 minutes interval indicates that the model
could not be built with 4 mixtures. We also have evaluated
the model by adapting only the mean parameter while keeping
weights and covariance matrices of all the mixtures same as
that of UBM. This invlolves a slight modification to step-7 of
Algorithm-1 where we estimate only µ̄madapted , (1 ≤ m ≤ M).

15 minutes

Mixtures

30 minutes

Mixtures

60 minutes

Mixtures

1
2
4
1
2
4
1
2
4

Social Networking
Only
All
Means
paramadapted
eters
adapted
1.43%
10.12%
4.72%
6.31%
1.56%
5.82%
0.91%
9.36%
4.98%
6.35%
1.58%
4.58%
0.66%
6.93%
5.52%
5.17%
1.54%
4.95%

Webmail
Only
All
Means
paramadapted
eters
adapted
1.29%
8.92%
2.45%
5.68%
1.50%
6.36%
0.97%
8.82%
2.64%
5.99%
1.93%
4.87%
0.74%
10.09%
3.51%
5.02%
1.27%
4.33%

Video Streaming
Only
All
Means
paramadapted
eters
adapted
4.29%
3.37%
5.32%
5.37%
2.83%
11.92%
0.34%
6.07%
1.63%
6.07%
1.08%
14.40%
0.39%
2.60%
1.21%
5.36%
1.21%
13.60%

TABLE II: EER for the data after PCA

(a) Social Networking

(b) Webmail

trail capturing mechanism like proxy-log. We can extend this
framework to other such mechanisms namely tcpdump. Also
to evaluate the model of a particular service, we have given the
data of other two services as the anomalous data. We like to
test the model for the actual attack data by collecting the trail
of the simulated attacks and then evaluate the performance of
the model by providing this attack data for verification. This
also involves the mechanism to determine a proper threshold
that enables us to classify the traffic pattern as normal or an
anomaly by comparing the log-likelihood ratio or score of the
traffic pattern with this threshold.
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(c) Video Streaming

Fig. 4: DET plot of the services tunnelled through HTTP. The systems
are built using mean only adaptation, 1 mixture and the data captured
for an interval τ = 60 minutes.

From Tables I and II it is clear that the services like
Social Networking, Webmail and Video streaming that are
tunnelled through HTTP obey unique characteristics. It can
also be observed from these tables that the system performs
better when we adapt only the means. In almost all the cases
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with only one mixture. This is because, this particular data
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systems Social Networking, Webmail and Video Streaming
traffic built using mean only adaptation, 1 mixture and for
τ = 60 minutes are shown in Figure 4.
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In this paper, we have proposed a framework for detecting the anomalies in the network traffic. Results show that
various services like Social Networking, Webmail and Video
Streaming that are tunnelled through HTTP obey unique
characteristics. The system performs better when we adapt
only the means as compared to adapting all the parameters
of GMM. Also the model works with less than 1% Misses
and False alarms. Though we have used Squid proxy logs to
evaluate our model, this work can be generalized to any kind
of trail capturing mechanism – like tcpdump [18] or even a
customized trail capturing mechanism that an ISP can decide.
In this work, we have not addressed the problem of determining the appropriate time interval τ at which the traffic
characteristics should be collected for verifying the legitimacy
of the traffic. As a future work we would like to address this
problem. We have evaluated the proposed framework for a
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